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Research on the Characterization and Quantification of
Crimes in Commercial Activities Involving “Internet Water
Armies”

LiRuisi Chen Penggaoyu
Shanghai University of Political Science and Law, Shanghai

Abstract: At present, China’s digital economy is deeply integrated with online platforms, and the mechanisms of
information dissemination are exhibiting new characteristics. Specifically, in certain contexts, emotions and stances may
influence public judgment prior to facts, while algorithmic recommendations can further reinforce the echo-chamber
effect. Practices in cyberspace, such as employing “internet water armies” to brush traffic, manipulate reviews, and
spread rumors to damage competitors’ commercial reputation, severely undermine the healthy dynamics of the digital
economy and erode the vitality of fair market competition. How to accurately characterize and regulate such issues
represents an urgent challenge for both academia and practitioners. Among these, “brushing traffic and manipulating
reviews” as a primary manifestation of crimes involving internet water armies has sparked diverging opinions regarding
their criminal law assessment in both theoretical and practical circles. This has led to complex issues concerning the
quantification of crimes, highlighting the limitations of traditional theories of concurrence in addressing emerging
cybercrimes. Therefore, it is necessary to begin with typical behaviors such as brushing traffic, manipulating reviews, and
fabricating/spreading rumors, to delve into the issue of quantifying crimes in this category and clarify the boundaries of
criminalization.
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