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Research on the Risks and Governance of “Deepfake”
Technology Abuse

Zhong Yichang
Zhongnan University of Economics and Law, Wuhan

Abstract: With the development of big data and artificial intelligence, “Deepfake” technology has become
increasingly common in daily life, accompanied by a prominent rise in its abusive applications. “Deepfake”
technology alters personal biometric information to synthesize deceptive information. Facial images and voices
are the most frequently used data in such fabrications. “Deepfake” technology poses substantial threats to both
individual and national interests, and the abuse of technology must be regulated. The regulation of “Deepfake”
activities requires the joint efforts from individuals, platforms and legal frameworks, forming a comprehensive
governance synergy.
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