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Legal Regulation of the Act of Access to Personal Information

in Investigations

—Taking the Provision Obligations of Third-Party Information
Platforms as an Entry Point

Liu Qianshuo

Criminal Justice School, Zhongnan University of Economics and Law, Wuhan

Abstract: With the advent of the big data era, the ecology of personal information digitization has basically been

formed, and third-party information platforms have gradually become the core nodes in the process of access to

personal information by investigating authorities, and their assisting behaviors have an important impact on the

efficiency of investigation and personal information security. However, China’s current laws on the regulation

of third-party information platforms in assisting investigations are obviously insufficient, making them face

the problems of role conflict and insufficient protection of rights in the practice of assisting investigations.

This paper takes the legal regulation of personal information retrieval in investigation as the research object,

and for the phenomena of over-scope behavior, information leakage risk and procedural defects of third-party

information platforms in assisting investigation, this paper proposes the regulation path centered on the principle

of proportionality and the principle of personal participation, and suggests perfecting the platform notification

obligation, optimizing the information classification and management, and strengthening procedural norms,

so as to achieve the balance between the efficiency of investigation and the protection of personal information.

The analysis and optimization of the legal system provide theoretical support and practical reference for the

coordinated development of investigation and information governance in the era of big data.

Key words: Protection of personal information; Data-driven investigation; Third-party information platform;

Information retrieval
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