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Theoretical Analysis and Practical Reflection on “Knowing”
in the Crime of Assisting Information Network Criminal
Activities in the Context of Emerging Cybercrimes

. 1,2
Huang Caixuan

1. Criminal Justice School, Zhongnan University of Economics and Law, Wuhan;

2. Innovation Base of Judicial Expertise Technology Application and Social Governance, Wuhan

Abstract: To combat emerging cybercrimes and punish various forms of assistance in such offenses, the
Amendment (IX) to the Criminal Law introduced the crime of “Assisting Information Network Criminal
Activities”. With the issuance of judicial interpretations and the implementation of the “Card Severance
Action’, its judicial application has surged. However, significant theoretical and practical disputes have arisen,
particularly regarding the interpretation and determination of “knowing”. Issues include inconsistencies in
definition, ambiguity in degree, and uncertainty about its object, stemming from the crime’s legal nature and the
unique attributes of “knowing”. Recognizing this crime as an independent offense based on aiding conduct, and
considering the special nature of “knowing”, its definition should be refined as “knowing or being aware of the
possibility”, its degree clarified as “specific awareness or conditional general awareness”, and its object identified as
“harmful conduct fitting a specific type of crime”. Additionally, “knowing” in this context is unidirectional and not
limited by the stage of participation. These clarifications aim to ensure the precise and standardized application of
this offense, strengthening the crackdown on cybercrime assistance.

Key words: Knowing; Assisting information network criminal activities; Accomplice; Cybercrime assistance

conduct
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