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Research on the Dilemma and Optimization of Electronic
Data Forensics in the Investigation of Telecom Network
Fraud Cases

Lin Shiyu
School of Criminal Justice, Zhongnan University of Economics and Law, Wuhan

Abstract: Under the background of the digital transformation of the deep empowerment of digital intelligence
technology, the crime of telecom network fraud presents the characteristics of ecological reconstruction, which
is manifested in the monopoly of fraud groups, the maturity of the whole chain of the black ash industry chain,
the compound of behavior patterns, the prominence of cross-platform and cross-domain characteristics, and the
intelligentization of technical means, which seriously erodes the social trust mechanism and triggers systemic
legal risks. Based on the dual perspectives of crime ecological evolution and governance technology iteration,
this study systematically demonstrates the key effectiveness of electronic data forensics in case investigation and
analyzes the triple practical constraints faced in its application through literature research, case deconstruction
and comparative analysis, including the fragmentation of forensics regulation system, the technical adaptation
dilemma caused by massive data and the obstruction of forensics cooperation mechanism. At the same time, in
view of the above problems, combined with the global electronic forensics governance experience and the needs
of China’s judicial practice, a targeted optimization path is proposed: First, establish a “clear, systematic, and
detailed” electronic forensics system; Second, innovate the electronic forensics mode of “scientific sampling +
technology empowerment”; Third, establish a three-dimensional collaboration network of “data interoperability
and multiple collaboration”

Key words: Electronic data forensics; Telecom network fraud; Investigation forensics; Data governance; Cross-

border collaboration
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