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Balance Between the Utilization and Protection of Personal
Information in Big Data Investigation

Liu Qjjiao
School of Criminal Justice, Zhongnan University of Economics and Law, Wuhan

Abstract: In the era of big data, massive amounts of data provide unprecedented opportunities for investigative
work, but they also pose severe challenges to personal information protection. How to effectively utilize big
data to improve investigation efficiency while safeguarding citizens' personal information security has become
an urgent problem to be solved. Investigative agencies can quickly conduct identity verification and trajectory
tracking, behavior pattern analysis and relationship network construction, crime tool tracing, and key population
analysis by utilizing personal information. However, the comprehensive collection of personal information, the
involvement of multiple parties, and information sharing pose hidden dangers and challenges to citizens' personal
information security. The inadequate legal mechanisms, challenges posed by technological developments, and
conceptual biases coupled with a lack of oversight have led to an imbalance between the protection and utilization
of personal information. Therefore, it is necessary to strengthen personal information protection from both
legislative and practical perspectives, correct conceptual biases, improve legal mechanisms, regulate big data
investigation, enhance personal information protection, and rationally use new technologies while improving
oversight mechanisms, with the aim of striking a balance between the protection and utilization of personal
information.

Key words: Big data; Utilization of personal information; Protection of personal information; Investigation
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