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The Challenges and Strategies of AI-Assisted Electronic Data
Forensics from the Perspective of Risk Society

Ye Zhenxin
School of Criminal Justice, Zhongnan University of Economics and Law, Wuhan

Abstract: Artificial intelligence (AI)-assisted electronic data forensics is not only a practical necessity but also an
inevitable trend for the future. While AI provides development opportunities for the advancement of electronic
data forensics, it also inevitably gives rise to a series of forensic risks. Grounded in risk society theory, this paper
clarifies the categories of risks inherent in Al-assisted forensics and systematically analyzes the risk-generation
mechanism from three dimensions: risk subjects, risk nodes, and risk levels. It identifies that current forensic risks
manifest as both direct and indirect risks, procedural risks arising in the stages of preparation, implementation,
and application, and cyclical risks characterized by the phases of latency, outbreak, diffusion, and mitigation.
Based on an analysis of the challenges these risks pose to legal regulation, this paper proposes constructing an
electronic data forensic system that balances technological development with legal risk control. With the primacy
of human agency as its core value orientation, the system aims to achieve synergy among trustworthy technology,
standardized forensics, and effective rights relief. The research seeks to provide theoretical reference for the
compliant application of Al-assisted electronic data forensics in criminal proceedings and promote the positive
interaction between technology and the rule of law.

Key words: Risk society; Artificial intelligence; Electronic data forensics; Risk-generation mechanism
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