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Research on Legal Regulation of Data Security for Intelligent

Connected Vehicles

—A Dual Approach based on Data Rights Allocation and
Classification/Grading

Li Zihan Han Zijie
Shanghai University of Political Science and Law, Shanghai

Abstract: In recent years, relevant domestic and international legislation, along with notable data breach incidents,
have revealed the risk characteristics of intelligent connected vehicle data. These include the complexity of data
types, the vulnerability of systems to attacks, the risk of leakage throughout the entire process, and the threat of cyber
intrusions. China’s current legal regulatory framework suffers from issues such as ambiguous attribution of rights and
responsibilities for critical data and an incomplete classification and grading management system. This leads to inefficient
corporate oversight and difficulties in balancing data utilization with security. Based on this, this paper proposes
two recommendations: First, establish the ownership of critical data in intelligent connected vehicles, clarifying that
automotive enterprises hold beneficial rights while bearing core protection obligations. Second, construct an operational
classification and grading system for intelligent connected vehicle data, implementing differentiated protection strategies
based on data levels and strictly restricting cross-border transmission of sensitive data. Refining data rights allocation
and implementing classification and grading are crucial legal measures to safeguard critical data security in intelligent
connected vehicles while balancing development and security. These steps hold significant importance for advancing the
secure development of intelligent connected vehicle data.

Key words: Intelligent connected vehicles; Data security; Division of rights and responsibilities; Classification and

graded protection
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