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A Brief Analysis of the Dilemmas in Judicial Determination
of Liability for Infringement of Personal Information on the
Internet

Ge Ge Chen Ruikuang
Shanghai University of Political Science and Law, Shanghai

Abstract: With the deep integration of internet and big data technology, issues of personal information infringement
have become increasingly prominent. Although China has established a legal protection framework centered on the
Civil Code and the Personal Information Protection Law, significant difficulties persist in the judicial determination
of liability for personal information infringement. Firstly, the lack of clear legal provisions regarding the allocation of
the burden of proof leads to inconsistent adjudication of similar cases, undermining judicial uniformity. Secondly, the
existence of special models involving multiple joint information processors poses a dilemma for liability identification,
as it is difficult to pinpoint the specific infringer. Through critical analysis, this paper rejects the direct application of the
“Market Share Liability Theory” and the “Theory of Joint Dangerous Acts”. Instead, it proposes drawing insights from the
doctrine of liability for objects thrown from heights within the Civil Code. This approach aims to balance the positions
of the parties in litigation, enhance judicial efficiency, and provide valuable references for resolving these judicial
dilemmas.

Key words: Personal information infringement; Imputation principle; Burden of proof allocation
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